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Intreduction

Lisingr comipurers can be a frastratng experence. Anvone whe has
wsed i computer sy have found dhemselves, an one dme o anoth-
er, cursine in fmasoadon, Wy doesa’t the compurer do what ir is
supprased mF Why doesn’t this progrem work?  With these quas-
vcs inmind, we ser out o usderstand the ole of computers in
the: Aicld of medicine, and the fisrure dirccoons of computing.

The first secoon of this amcle discusscs medical software, The
later part cxamines general trends in softwars and relares them o
developments in medical software, For the puwrposes of this arti-
cle, "medical software” i defined as sofrware wsed for hospital
admimisraton, rediclopy archiving, and o tun o famdly doctor's
olfiece. We sumuse general medical sofoware will be guire differ-
ent in the Armire,

Part |
Medical Software

What is medical software?

Orne definidon is: 2 compurer program thar is wied o organize and
ecrnmmunicate health informanon, Many experes agree software
will play an increased role in patient care. Softanre i5 useful for
tracking and coordinatng medical informanon,  For example, it
can remind & physician oo pve o pasene their retanes booster short
or check o patents blood pressure and chalesteral,

Ire this context, onemay ask the question: why s this impomans
o me as 4 physican or tminee in medicne? The answer o this
question consists of these two imporane poins: (1] sofoware will
be part of the next leap forward in the qualioe of cane and (2]
could become o significant health sysrerm cose-deiver,  Sofrware
might hecome s major Orancial burden w the health sypstem
because sofiware vendors which withhold the sowree code (e
blucprine of software) from their customers, which we will refer
to s “lock-n softwane providers,” would Tike o double health sy
rerm informaton echnology (HSIT) revenues.!

Software as the Next Leap Forward in the Quality of Care

Direg reactons are 2 leadiog caose of morbidiy and meormalite
Sotowane's mole e racking prescrpron drass i worthwhile from o
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satery point of view.” Furthermore, using software for electronte
records allows us all w do betrer epidemiolopy and help automane
cary calculadons, such as BMI (body miass index), Bevand these
obwious examples, mose decikions in medicine follwe 5 logical
seppucace that computers can puide. They can also help us under-
srand decisions and belp swndardize reamments, Tt makes sense
tey have electronie antenatal forms. Further, many medical proce-
dires vary significanty based on peosraphy alone Having soft-
wire that keeps mack of declsiony zod how' deeisions are made can
halp standardize procedures and allow people o analyze and re-
wiite the software to help guide decisions and improve care,
Diecision support software is already in use at Telehealth Oneario®”
and in some family physioans' offices® This 15 good news for
doctors, since many of them would prefer o deal with patients us
opposcd w0 complicared decision wees that are pam of odays
immensely comples treatmient alponthms,

The Relevance of Understanding Software

Ag the role of soltvare inecreases, so wo will the consequence of
m?]ﬁmﬁiqmjr@\ sofrware, For inssanee, o sofmasme crmor in @ drege
dispensing  pump  coused  simificant  safery  problems  for
:|.'.|:]ILIL"[!IL'1'.:" 12 A solvware bug in the Canadim-made Theme-25 radi-
ﬂri:nn miachine cansed ar least st separate acodents and led oo the
death of three patents.Y Since poorly written software can have
sefious consequences, It is matural o ask abour how the softemre
works and how we can cosure that potendal barm i minimized,

software as a Significant Health System Cost Driver

Irf ehe US, anmal bealh sysiem informanon technology (HSIT)
expendinires were estmated w0 be more than 320 hillion TS (324.8
billion Cedrp* In the Uk o 2000 health T spending was eso-
mited o execed (1 billion (323 billion Cdn)® Canadian health
sprem TT expendinures ire spprosimately 52 billlon Cedn)! Tn the
irii_'l;_ﬂ'}'.t of containing health coss and improving our public health
5).:5:¢|11, it 5 worth asking whether we need w0 pay more for 4 more
comprehensive lealth syswem TT,




Part i
General Software and Why ‘Free’ Works

A Shake-Up in the Saftware World is Coming
With the suceess of the Internen now ways o develop software
have emerged which are rermmiscent of cady compuing davs;

b the 19705 itwas costomary o share source code (the hlugpring’
oof software), This breed of software developmunt &5 oow re-cones-
i o i lnmrer seale resuldng inosoftware dhat s Tased on open stan-
dards and s froe (fee a5 in "o spoech,” as apposed we free s in
Mrewe heer™0) ar open sauree This way of producing source code
is changine e fundarmental dynamics. of software developmenr,
“Fres software™ B aol necessarly) free as in price. However, it is
abnost penerally less expensive thin lock-in sofiware beeause it gen-
erally has (1) lower software licensing costs and (2 there I8 mone
competition o senvioe ™ e has lewd o increased smandardizarion,
a reguiremene tor peneral orfice compuung and medical sofware in
order m-be vseful, An addisonal berefit is thae the sofmwane deliv-
ereed has heen low in cost and of high goaliey.

Oiperi dource Software dind Pree Sofoware differ somicwhar, but aee
often used svnonimously, The difference berween these rwo terms
is diseussed by Richard Szllman, founder of the froc software
mioverment” We will collecrovely refer o them as FOSS (Free and

Ohpen Source Softwre).

General Software is a Service

General processy husiness/ management softwate, as pointed oue
by Open Source programmer/historian/anchropologse  Fric
Reymond, 15 really o service industry, not o manufzcmred good. 2
Stores that sell safteare know this; if 2 software vendor poes bank-
nept, or disconinues ooprodoct lne the valee of e latese release
(and prior releasey) s sgnificandy reduced. This 15 because @ gen-
eral pmccss.-"'].ms-h1-:55-"':15::31.-14:_«5:1::117 sofraeare's value s teally based
oin & hotore relegse, on s abiliv o read common deea formars,
and on service, This is enlibe & manufacmreed pood; an soome-
bile has valoe even iF the manufactorer 2Oes h:mk;l.;p[ OF 8w
model has been released.

software sold as 4 manuficuned good also bas nther undesinble
consequences: it leads 1o insecure, fow qualiy software. A com-
pany that makes I money by sclling biss or boses (of softwarc)
will see support/servics as a cost and 45 hoppiest o you fust pot
the sofrware on the shelf (aka "shclbvare™) or use 2 very small ser
of the fearures of due software, This is often the opposite of what
i company that selis-service wants, namely 4 functional prodicee
that works pertectly (hence penerating fewer service calls).

The Importance of Inter-Operation for General Software

Inter-opermbon of medical software bs key for wsabiliy bocsase i
allows people 1o share infirmadon withour eosdy and ame-con-
SN franscHphon and/or format cenversion, |f prescrptions
are going 0 be done clectronically in the future and oedered via
conputer, the pharracist’s computer bas o understand the physi-

clan’s comptiter, This can he accomplished with open standards
arid history shows os thar truc sendards encourage adoption, The
rebliey bs that people avoid the wl road i there is 2 free slterpa-
tive that gets you t the same desdnaton in just about the same
nrj'lnsmr of ume. Asan dlustmioonof this e, consider the open
‘.iL*r!-d:H'd Transoussion  Contrel  Promeol/ Intermet Protoeo]
{'I!Cl“.-"r”’,', the communicanon mcthod of the laternet, which
campletely displaced Newvell's propricary IPX protocol and made

it fm:]r_"'.'ﬂnr.

].I:}Ek—il'i sofraare vendors do not wamt iner-opemton, Lo face
apen standards are hurtful 1o the bomom line in companies that
depend on lock-in because ey ermmmodinge protocnls and make
shiriny: information herween competisg software progrims casien
M:[cmmfr docunents show that their saregey has been o break
u|:it'n stancards. and de-commeditize them where ever prssible
with extensions they elum have waloe® something thar i illus-
trred by the barle Berween Sun Micresystems and Microsoft over
Java! Lasck-in soltware companies waant o captive marker so they
dig not fose thelr costomer base and can easily diciate prices and
fisre upgrades and thereby increase profits. This mode] of sofi-
ware development imparts power o the software vendor, T has
made some people fabulously wealthy, bur hecavse of a lack of
cnfmpr_'nriun, has prowided sofbeire users a good deal of infedor
sofrware thiat i5 insceuns, unstable and ncompomcs schemes that
limit user contral, such as duimd gghis (or perhaps more appro-
pﬂ::.llt.']]. “restdetions”) management,

Inpreasing FOSS based HISIT (health system infoemadon wehnok
o) i Canada can help remedy many of the problems seen today.
The resule will be more competition between safreare compinics
trr the customizanon of the (free and open souree) software and
the support for s Adopting this framework will expand the com-
mins thar 35 shared globally (the source code), ver stll leave plen-
ty of meom for free marker innovation and nvolvement.. Io dhe
computer industry g5 a whole, @ number of companics are cur-
reritly pursising this strategy and mukitg their money nff af service
rm{i"rr"'rrr hardware, The lorges: is TBM, which bas bwested billions
in FOSS (Free & Open Source Sofrware)®™ and promotes Linus,
the most visihle Oipen Source Software project. Smaller compa-
nic;s, ke Redhat, Susc — now ewned by Novell) are viable busi
nti::i::.li and rely, 1o a large parr, on support aod customer ous-
teizton requests for rovenue. Business seeategies for T
soree companics are described by Broce Perens, 2 leader in the
FOiss eommumty and the author of o widely wied definiton of
free sofmwiee™

The Danger of Lock-in Software

The bame of reling on proprcuey software & ol one never
kaows bow loog it will be supponed. The investment of dme in
learning an incerface ean be losr if the company forces upgrades
ot fpves bankrupt and one s forced o switch o software from
:|I1-ijll!l.:r vendor, By contmusy users of esusblished FOSS will, gen-
erally, only ever have o learn one interface,  Repardless of hard-
wu?n: changes: and operating sysrem changes an interface can be
majnmined if one has the source code, and chanees o e soft

ware happen merely bebund the seene®
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Why does free software work?

Maturally, phvsicians are imerested i softwane thar works effec-
tively and efficicrtly, Projeets that are not mature evolve over time
a5 penple wTire custom exrensions or enhancements o do impor
tant fasks such as fecal ocoult blood westing in eldedy padents,
{¥nce 30 enhancement s wnmen, the authors of thar exension are
encourped by ecomomic ncentve o subinic 3t to the project lead-
ers/ soniree code maintiners, By doing dhis they save furure work,
as they would eeherwise have wy mann and apdace the enhance-
ment ad adapt it as the softaans increases i Tuncdonality, Fram

changes made by other peopbe™

The vast amoune of free code base in the word means FOSS min-
imiges the cosdy duplication of effore How much free code =
our dwne? In 2001 Bed Har Linux wis over 30 million lnes of
code. [P i wene commercially develaped in the US4 it 5 estmar-
edd that it would have cost over $1.24 billion (31 hillion LS~ By
comparison, Windows 2000 in 2001 was estimared 1o have appros-
imately 35 million lincs of source code.™

Anothicr reason TOSS iz effectve is bocause of the speed in which
sorfraare bugs are detcered and subsequentdy fixied, Often software
s are shallow and small. 1n essence, FOSS development eakes
acvantage ot informal peer-review.® Whien lock-in sefteare com-
panics lock up thetr source eode, they lose the possibiliey of hayv-
irgr others make mprovements, Prool of this comes from the
npen kemel (Linog, which bas semificantly lower number of bugs
thany found i lock-in (eommercial) sofowiee -2

The Complexity of General Medical Software

Fapenence has shown thar the information systems in health sys-
rems are difficulr to comomssion, evelere and purchase! ' Health
systerns are very comples;, so development of health system sofe-
wire tnust vceur by an ieraive process. Leck-in sobmwars i chs
ervirnmment 15 4 costly propositon as many e software pro-
jeets gpically fequire significant changes after being wotten. Ar dhis
siage lock-in software vendors bave the bavers ar their mercy
becanse the buyer canoot make the changes themselves amd only
has the choree of paving up or walking away from the project and
starting over (and paying for momsiton costs o 4 new spstem)
Many lanne software projects have endid in failure because they
eieh nor mect their objectves and modification was seen 4y wo
costly. As a resulr, the source code (the blucprine of soffware) of
many lock-in progrumming offons disappear54

Health as a Shared Resource and Leveraging Foreign
Expertise

With plobalzaton, healt ks become more iematonal and pro.
miesting pood health hes becorme o tnsnational endeavor. Disease
does o respect tatonal boundares. 5o, we muse find ways m
share health informagon and extend health wechoology w the
developing world®  Cansdians have mken the lead in promoting
the spread of health informarion; the Canadian  Medical
Assaciaton Joumal (CMA]) believes medical infommanon should
he freehy available o those who benefir from it Inceased adop
aon of FUOSS would promote rechnology: transfer and cxpand the
plobal health informaton cormnons, since TESS s mansnational.
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Dénving poorer countmies-acoess to medical softwane only adds to
the health care divide caused by the harmiers these counemices face
u.'if:en seching patented pharmaceutical treatments ™ Medical sof
wire should not become snother source of incquality,  Further,

I'tl-u.' much of medicel research, sofrware development 3 not g
regource intetisive endeavor, Also, atfter development costs, soft-
wire has an almest zero mangingl cost m reproduce/or copy.

s, further adopoon af FOSS promaores health around  the
whgbe, makes health welnology more accessble and allows peaple
with fewer resources to make meaningful conmibutons o our
hegleh mformenon infrastnucure. Smeed differenthy, adoption of
FOSs in Canada allows Canadisns 1o leverspe fordim software
XS,

Crarside of Norh America the movement towaed FOSS s srrong,
Almest all of South America is moving toward adopting FOSS*
Pn:ru has made g very convineing case that govermments should be
nging FOSS and is widely expected o sonn pass a law thar man-
dJ’:gn:.'- open source softpare for all povernment business. Braeil,
hubine received the ulomate blessing by the Massachusens Insdoote
af Technology ™ 15 expeeted w0 nse FOSS for a govemment pro-

gram thar will sell compuarers o one million poor,

The Success of Free Software

The success of free software in general shows where we are
_gutng.'” Some of the most visible companies and mstitubons nun
GNU/Linus {also known simply as Limux), such aé Google,
Amazoncom and the White House, Linug is on handbelds, appli-
anges, tohots, NASA supercomputers and in camerms® Ohver 20
diﬁ'mnr cell phones are beiny developed tur make use of Linu
IB:i"-!I has invested billions in Linge® Oracle, the de-facto enter-
pré'.u: databaze, has been porred o Tinux and the CECY of Oracle
hn% predicted that proprictary operating sysiems (Unis, Windows)
will be wiped out of the data centre by Linus 0% Open source
Apache i the most populir wel server progzam on the web ™ It
has ower theee nmes the marker shane when companed o
.".hl;r:mﬁr.u’r't” and current mends supgest Apache’s dominance will
contnue. On the deskeop, GNU/Linux has now displiced Apple
fecpmy the Mo, 2 gpor

Interest in the Buropean Union in OpentMfice (a free slernative
wi MS-Office) is increasing, the ety of Munich has decided 1o
:sdi_m[:n it 4w stndard and will mizrare afl i deskrops away from
ME-Ofice? and the Windows opemting systern,  Government
bordies in Texas and el are also meving toward OpenOffice.
Further, thete are formal discussions dhout making e freely avail-
nhl;-. Opent)ffice document specification into an 130 standard %

i medical software there 5 slso g trend woward FOS5 A num-
ber of free mudical software packages exst and are improving each
year. Tive years ago, 2 BM| editoria! predicred thar the fomee of
medical software will be fee® Today, 2 dominant hospeeal mun-
:Lgf:l‘l‘ll‘l‘!l.‘ software known as VISTA [Weterans Health Informadon
Sygrems and Technology Avchitecture) and  wsed worldwade &
frec® There is OSCAR McMaster,” which is free family practice
midnagement software thar was developed by 4 U of T alumnus.
.-"disn:u, there is a free PACS system ™ Many other medical FOSS







defines. how technalngy providers compete. With this i mird,
when will Canadian physicians and health IT cxpens cmbmaee
PSS and use 0w improve our bealth sysiems
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